Senate Bill 272

Approved on October 11, 2015, SB 272 adds a section to the California Public Records Act requiring local agencies to create a catalog of Enterprise Systems by July 1, 2016 with annual updates.

Enterprise System

A software application or computer system that collects, stores, exchanges and analyzes information that the agency uses that is both of the following:

o A multi-departmental system or a system that contains information collected about the public.
o A system that serves as an original source of data within an agency.

An Enterprise System does not include any of the following:

o Information Technology security systems, including firewalls and other cybersecurity systems.

o Physical access control systems, employee identification management systems, video monitoring and other physical control systems.

o Infrastructure and mechanical control systems, including those that control or manage street lights, electrical, natural gas or water or sewer functions.
o Systems related to 911 dispatch and operation or emergency services.

Systems that would be restricted from disclosure by Section 6254.19.

o The specific records that the information technology system collects, stores, exchanges or analyzes.

Requirements

1. Create a catalog of enterprise systems, containing:
o Current system vendor
o Current system product
o System’s purpose
o A description of categories or types of data
o The department that is the prime custodian of the data
o The frequency that system data is collected
o The frequency that system data is updated
2. To make the catalog publicly available upon request
3. To post the catalog in a prominent location on the agency’s website

Exception

If the public interest served by not disclosing the information described clearly outweighs the public interest served by disclosure, the local agency may instead provide a system name, brief title or identifier of the
system.
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Product

Absolute Secure Access / Insights

Accela Civic Platform

Adobe Acobat DC

Adobe Creative Suite

ArcGIS 10

AutoCad LT

BlueBeam Revue

Constant Contact

Crowdstrike Falcon Suite

DarkTrace Threat Visualizer

Emergency Reporting

Enterprise EAM Munis

ERP Pro 10

ERP Pro 9

eScribe Agenda Management

Exacqvision Enterprise Camera

Management

Vendor
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Systems
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AutoDesk

BlueBeam

Constant Contact

CrowdStrike
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Reporting

Tyler
Technologies

Tyler
Technologies

Tyler
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eScribe

Exacqvision

Purpose

Mobile VPN Access

Permitting, Licensing, Inspections and Code
Enforcement

PDF Management

Graphic / PDF Management

Mapping

Drafting

Digital Plan PDF Mark-up

Public Information and Communications

Endpoint Protection / Anti-Virus

Network Security Monitoring

Fire Records Management

Public Works Work Order and Enterprise Asset
Management System

Financial System

Permitting, Business Licensing

Agenda Management

Surveillance Camera System Management
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Daily
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Product

FortiClient EMS

QM2

Laserfiche

Megatrak Fueling

Microsoft 365

Microsoft Office Professional
Municode

Platesmart ALPR System

RecTrac / WebTrac

RTA Fleet
Rubrik Enterprise Backup

ShelterBuddy

Tracnet For The Office
Vigilant LEARN

Watch Guard Evidence Library

Whats Up Gold

Vendor
Fortinet
Granicus
Laserfiche
Megatrak
Microsoft
Microsoft
MuniCode
Platesmart

Vermont
Systems

RTA
Rubrik

ShelterBuddy

Tracnet
Motorola

Watch Guard
Video

IpSwitch, Inc.

Purpose

Endpoint Protection

Agenda Management
Document Management
Fueling System Management
Office Productivity Software
Word Processing / Email, etc.
Municipal Code Management
License Plate Recording

Recreation Registration and Facility Management

Fleet Management
Data Backup

Animal Shelter Management

Police Records Management
License Plate Reader Application

In-Car / BodyCam Video collection

Network Monitoring

Data Category

Security

Agenda Management
Document Management
Transit

Document Management
Other

Other

Public Safety

Recreation Software

Transit
Backup

Animal License

Public Safety
Public Safety

Public Safety

Networking

Custodian
Information Systems
City Clerk Office
City Clerk Office
Fleet Department
Information Systems
Information Systems
City Clerk Office
Police Dept

Recreation
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Fleet Department
Information Systems

Animal Control
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Police Department
Police Department

Police Department

Information Systems
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